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PROVISION OF REAL-TIME LAWFUL INTERCEPTION ASSISTANCE
DECREE LAW NO. (34) OF 2006

Decree Law No. (34) of 2006 on the promulgation of the Telecommunications Law (the Telecommunications
Law) and No. (1) of 2009 on the promulgation of the Executive By-Laws for the Telecommunications Law
(the Telecoms By-Laws) require telecommunications systems operators that provide services to the public to

intercept communications in real time.

Article 59 of the Telecommunications Law states that ‘service providers must comply with the requirements
of the security authorities in the state which relate to the dictates of maintaining national security and the di-
rections of the governmental bodies in general emergency cases and must implement orders and instructions
issued by the General Secretariat regarding the development of network or service functionality to meet such

requirements.’

Any government department involved in state security can rely on Article 59 of the Telecommunications Law,

together with the use of any enforcement powers vested directly in the concerned government authority.

Article 93 of the Telecoms By-Laws states that ‘nothing in the By-Law prohibits or infringes upon the rights
of authorised governmental authorities to access con dential information or communication relating to a cus-

tomer, in accordance with the applicable laws.

Article 91 of the Telecoms By-Laws mentions that service providers shall not intercept, monitor or alter the
content of a customer communication, except with the customer’s explicit consent or as expressly

permitted or required by the applicable laws of the State of Qatar.

Article 4 of the Telecoms By-Laws authorises the Secretary General of the Ministry of Information and Com-
munications Technology (ictQATAR) to issue regulations, decisions, rules, orders, instructions and notices for

the implementation of the Telecommunications Law and the Telecoms By-Laws.
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In cases involving national security and general emergency, the Qatari ministries and law enforcement agen-

cies can directly approach communication service providers and require them to assist law enforcement agen-
cies in achieving their objectives, which could involve implementing a technical capability that enables direct

access to their network (without the communications service provider’s operational control or oversight).
DISCLOSURE OF COMMUNICATIONS DATA

The powers outlined above in relation to real-time interception may also be used to order the disclosure of

communications data.
NATIONAL SECURITY AND EMERGENCY POWERS

In all cases of national security and general emergency, the Qatari government agencies and law enforcement
agencies can directly approach communications service providers to access their customers’ communications

data and/or network.
OVERSIGHT OF THE USE OF POWERS

There is no judicial oversight of the use of the powers outlined.

o

Article 63 of the Telecommunications Law states that the employees of ictQATAR who are vested with pow-
ul ers of judicial seizure by a decision from the Attorney General, following the agreement by the Chairman of
the Board of ictQATAR, shall seize and prosecute offences committed in violation of the rules of the

Telecommunications Law.
CENSORSHIP-RELATED POWERS

In this section, we refer to Decree Law No. (34) of 2006 on the promulgation of the Telecommunications
Law (Telecoms LLaw) and No. (1) of 2009 on the promulgation of the Executive By-Laws for the Telecommu-

nications Law (Telecoms By-Laws).
SHUT-DOWN OF NETWORK AND SERVICES
NATIONAL SECURITY OR PUBLIC EMERGENCY

Under Article 59 of the Telecoms Law, service providers (such as Vodafone) must comply with the require-
ments of any government department where such requirements relate to national security or a general public

emergency. It is feasible that Vodafone could be required to shut down its network or services.
CRA LICENSING

Each network provider operates under a licence. Articles 3, 4 and 12 of the Telecoms Law and Article 15 of

the Telecoms By- Laws provide that ictQATAR and Qatar’s Communications Regulatory Authority (CRA)
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may suspend, revoke or refuse to renew a network provider’s licence where the provider has repeatedly
breached the Telecoms Law or the terms of its licence, or has not paid its licence fees. However, before mak-
ing such a decision, the CRA should give a network provider a reasonable amount of time (such period of
time to be determined by the CRA) to remedy its breach or the circumstances giving rise to the suspension,
revocation or refusal to renew. Vodafone may therefore lose its licence to provide a mobile network, and relat-

ed services, if Vodafone repeatedly breaches the terms of its licence.
BLOCKING OF URLS & IP ADDRESSES

See ‘Shut-down of network and services’ above. It is feasible that Vodafone could be required to block certain
URLs, IP addresses and/or IP ranges by a government department pursuant to the department’s powers un-

der Article 59 of the Telecoms Law.
POWER TO TAKE CONTROL OF VODAFONE’S NETWORK

See ‘Shut-down of network and services’ above. It is feasible that a government department using its powers

under Article 59 of the Telecoms Law could take control of Vodafone’s network.
OVERSIGHT OF THE USE OF POWERS

There is no judicial oversight of the government’s use of its powers.
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This information was originally published in the 1.egal Annexe to the 1odafone Group Law Enforcement Disclosure Report in
June of 2014, which was updated in May of 2017.
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ABOUT THE GLOBAL NETWORK INITIATIVE

LAUNCHED IN 2008, THE GLOBAL NETWORK INITIATIVE OCCUPIES A UNIQUE PLACE IN THE GLOBAL CONVERSA-

TION ABOUT FREEDOM OF EXPRESSION AND PRIVACY IN THE INFORMATION AND COMMUNICATIONS TECHNOLOGY f
SECTOR. THE GNI IS A MULTI-STAKEHOLDER FORUM THAT BRINGS TOGETHER COMPANIES, CIVIL SOCIETY (INCLUD- ’
ING HUMAN RIGHTS AND PRESS FREEDOM GROUPS), ACADEMICS AND INVESTORS FROM AROUND THE WORLD TO in
PROTECT AND ADVANCE FREEDOM OF EXPRESSION AND PRIVACY.

A FULL LIST OF GNI MEMBERS AND OBSERVERS CAN BE FOUND HERE.
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