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Administrative Provisions on Deep Synthesis in Internet-based Information Services

Order of the Cyberspace Administration of China, the Ministry of Industry and Information Technology of the
People's Republic of China and the Ministry of Public Security of the People's Republic of China No.12

November 25, 2022

The Administrative Provisions on Deep Synthesis in Internet-based Information Services, adopted at the 21st
executive meeting of the Cyberspace Administration of China on November 3, 2022 and approved by the
Ministry of Industry and Information Technology and the Ministry of Public Security, are hereby issued,
effective January 10, 2023.

Zhuang Rongwen, Director of the Cyberspace Administration of China
Jin Zhuanglong, Minister of Industry and Information Technology
Wang Xiaohong, Minister of Public Security

Administrative Provisions on Deep Synthesis in Internet-based Information Services

Chapter I General Provisions

Article 1 The Administrative Provisions on Deep Synthesis in Internet-based Information Services (hereinafter
referred to as the "Provisions") are enacted in accordance with the Cybersecurity Law of the People's
Republic of China, the Data Security Law of the People's Republic of China, the Personal Information
Protection Law of the People's Republic of China, the Administrative Measures for Internet-based
Information Services and other laws and administrative regulations, in order to enhance the regulation of
deep synthesis in Internet-based information services, promote core socialist values, safeguard national
security and public interests, and protect the lawful rights and interests of citizens, legal persons and other
organizations.

Article 2 The Provisions shall apply to the provision of Internet-based information services using deep
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synthesis technology within the territory of the People's Republic of China (hereinafter referred to as "deep
synthesis services"). Where there other provisions in laws or administrative regulations, such other
provisions shall prevail.

Article 3 The national cyberspace authority is responsible for the overall organization and coordination of the
governance and the related supervision and regulation of deep synthesis services nationwide. The
telecommunications authority and public security authority under the State Council are responsible for the
supervision and regulation of deep synthesis services as per their respective responsibilities.
Local cyberspace authorities are responsible for the overall organization and coordination of the governance
and the related supervision and regulation of deep synthesis services within their respective administrative
regions. Local telecommunications authorities and public security authorities are responsible for the
supervision and regulation of deep synthesis services within their respective administrative regions as per
their respective responsibilities.

Article 4 When providing deep synthesis services, the providers shall abide by laws and regulations, respect
social morality and ethics, and maintain correct political direction, correct guidance of public opinion and
correct value orientation, so as to promote the development of deep synthesis services in a positive way and
for social good.

Article 5 Relevant trade organizations are encouraged to strengthen industry self-regulation, establish sound
industry standards, industry guidelines and self-regulatory management systems, and urge and guide
providers of deep synthesis services and providers of technical support for deep synthesis services to develop
and improve their service rules, legally provide services and accept social supervision.

Chapter II General Rules

Article 6 No organization or individual shall use deep synthesis services to produce, reproduce, release or
distribute information prohibited by laws or administrative regulations, or use deep synthesis services to
engage in activities prohibited by laws or administrative regulations, such as those endangering national
security and interests, damaging national image, harming social and public interests, disturbing economic
and social order, infringing others' lawful rights and interests, etc.
Providers or users of deep synthesis services shall not use deep synthesis services to produce, reproduce,
release or distribute false news information. In the case of reprinting news information produced and
released using deep synthesis services, the news information shall be such news information as released by
the organization who is the source of that internet-based news information and the reprinting shall be
conducted in accordance with the law.

Article 7 Providers of deep synthesis services shall fulfill their role as the bearer of responsibilities for
information security, and establish and improve their user registration, algorithm mechanism and logic
review, scientific and technological ethics review, information release review, data security, personal
information protection, anti-telecom and online fraud, emergency response and other management systems,
along with safe and controllable technical safeguards in place.

Article 8 Providers of deep synthesis services shall develop and disclose their management rules and
platform conventions, improve their service agreements, perform management responsibilities as required
by law and as agreed, and prompt, in conspicuous manner, providers of technical support for deep synthesis
services and users of deep synthesis services to undertake information security obligations.

Article 9 Providers of deep synthesis services shall verify the real identity information of users of deep
synthesis service in accordance with the law by way of mobile phone number, ID card number, unified social
credit code or national online identity authentication services, and shall not provide information release

2



services to users of deep synthesis services whose identity information has not been verified to be real.

Article 10 Providers of deep synthesis services shall enhance content management for deep synthesis and
adopt technical or manual methods to review the data input and synthesis results generated by users of
deep synthesis services.
Providers of deep synthesis services shall establish and improve the database of features used to identify
illegal and harmful information, improve the database entry standards, rules and procedures, and record and
retain relevant network logs.
When discovering illegal or harmful information, providers of deep synthesis services shall take disposition
measures in accordance with the law, keep the related records, report the case to cyberspace authorities and
relevant authorities in a timely manner; and adopt disposition manners as required by law and as agreed,
such as warning, function restriction, service suspension, or account shutdown against the relevant user of
deep synthesis services.

Article 11 Providers of deep synthesis services shall establish and improve the mechanism to refute rumors,
and when discovering any false information produced, reproduced, released or distributed using deep
synthesis services, promptly take measures to refute the rumor, retain the related records, and report the
case to cyberspace authorities and relevant authorities.

Article 12 Providers of deep synthesis services shall provide convenient access for users to file complaints
and the public to submit complaints and tip-offs, disclose the handling procedure and feedback timeframe,
and accept and handle cases and provide feedback on the handling results in a timely manner.

Article 13 Internet application stores and other application distribution platforms shall perform
pre-admission review, routine management, emergency response and other security management
responsibilities, and verify the security assessment, registration and other information of deep synthesis
applications, and when discovering a violation of relevant national regulations, promptly take disposition
measures such as refusal to admission, warning, service suspension or removal from store.

Chapter III Data and Technology Management Standards

Article 14 Providers of deep synthesis services and providers of technical support for deep synthesis services
shall enhance the management of training data and take necessary measures to ensure the security of
training data. If any training data contains personal information, the regulation relating to the protection of
personal information shall be complied with.
If providers of deep synthesis services and providers of technical support for deep synthesis services provide
a function that edits face, voice or other biometric information, they shall prompt the users of their deep
synthesis services to inform, as required by law, the individual whose information is to be edited and obtain
the individual’s specific consent.

Article 15 Providers of deep synthesis services and providers of technical support for deep synthesis services
shall enhance technical management, and review, evaluate and validate the mechanism and logic of their
generative or synthetic algorithms on a regular basis.
Providers of deep synthesis services and providers of technical support for deep synthesis services who
provide any model, template or other tool with the following functions shall, as required by law, have a
security assessment performed by themselves or by a professional institution
(1) generating or editing face, voice or other biometric information; or
(2) generating or editing any special object, scene or other non-biometric information that may involve
national security, national image, national interests or social and public interests.

Article 16 Providers of deep synthesis services shall take technical measures to add labels that do not affect
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users’ usage to information generated or edited using their services, and keeps logs in accordance with laws,
administrative regulations and relevant national regulations.

Article 17 Providers of deep synthesis services who provide the following deep synthesis services which may
cause confusion or misrecognition among the public shall have the generated or edited information labeled
prominently in a reasonable place or area of that content to alert the public about its deep synthesis status:
(1) smart dialogue, smart writing or other services that simulate a natural person to generate or edit texts;
(2) speech generation services such as voice synthesis or voice imitation or other editing services that
significantly alter personal identification characteristics;
(3) services that generate mages or videos of people such as face generation, face swapping, face
manipulation or posture manipulation, or editing services that significantly alter personal identification
characteristics;
(4) immersive simulated scene generation, editing or other services; or
(5) other services with the function of generating or significantly altering information content.
Providers of deep synthesis services who provides deep synthesis services other than those stated in the
preceding paragraph shall provide a function to prominently label the content and prompt users of deep
synthesis services that they may prominently label the content.

Article 18 No organization or individual shall employ any technical means to delete, alter or conceal the deep
synthesis labels stated in Article 16 or 17 of the Provisions.

Chapter IV Supervisory Inspection and Legal Liability

Article 19 Providers of deep synthesis services with the attributes of public opinion or the capacity for social
mobilization shall be subject to the procedures for registration, change of registered particulars and
deregistration in accordance with the Administrative Provisions on Algorithm Recommendation in
Internet-based Information Services.
Providers of technical support for deep synthesis services shall refer to the preceding paragraph for the
performance of the procedures for registration, change of registered particulars and deregistration.
Providers of deep synthesis services and providers of technical support for deep synthesis services who have
completed registration shall indicate their registration number and provide a link to the corresponding public
information disclosure in a prominent place on the website, application, etc., where they provide services to
external users.

Article 20 Providers of deep synthesis services who develop and release any new product, new application or
new function with the attributes of public opinion or the capacity for social mobilization shall have a security
assessment performed in accordance with relevant national regulations.

Article 21 Cyberspace authorities as well as telecommunications authorities and public security authorities
shall, as per their respective responsibilities, conduct supervisory inspections of deep synthesis services.
Providers of deep synthesis services and providers of technical support for deep synthesis services shall
cooperate, as required by law, with the supervisory inspections conducted by cyberspace authorities and
relevant authorities, and provide necessary technical, data and other support and assistance.
Where any deep synthesis services are found to present a relatively significant information security risk,
cyberspace authorities and relevant authorities may, as per their respective responsibilities and in
accordance with the law, require the provider of deep synthesis services and the provider of technical
support for deep synthesis services to take measures such as suspending information updates, user account
registration or other relevant services. The provider of deep synthesis services and the provider of technical
support for deep synthesis services shall take measures as required to effect rectification and remove the
risk.
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Article 22 Providers of deep synthesis services and providers of technical support for deep synthesis services
who have violated the Provisions shall be subject to penalties in accordance with relevant laws and
administrative regulations; if serious consequences have been caused, heavier penalties shall be imposed in
accordance with the law.
If a violation constitutes an act against public security administration, public security authorities shall impose
penalties for violation of public security administration in accordance with the law; if a violation constitutes a
criminal offense, criminal liability shall be pursued in accordance with the law.

Chapter V Supplementary Provisions

Article 23 For the purposes of the Provisions, the following terms shall have the following meanings:
Deep synthesis technology refers to any technology that employs deep learning, virtual reality or any other
generative or synthetic algorithm to produce text, images, audio, video, virtual scenes or other network
information, including but not limited to:
(1) technologies for generating or editing text content such as text generation, text style conversion, and
Q&A generation;
(2) technologies for generating or editing speech content such as text-to-speech conversion, voice
conversion, and voice attribute editing;
(3) technologies for generating or editing non-speech content such as music generation and background
sound editing;
(4) technologies for generating or editing biometric features in images or video content such as face
generation, face swapping, personal attribute editing, face manipulation, and gesture manipulation
(5) technologies for generating or editing non-biometric features in images or video content such as image
generation, image enhancement, and image restoration; and
(6) technologies for generating or editing digital characters or virtual scenes such as 3D reconstruction and
digital simulation.
Provider of deep synthesis services refers to any organization or individual who provides deep synthesis
services.
Providers of technical support for deep synthesis services refers to any organization or individual who
provides technical support for deep synthesis services.
User of deep synthesis services refers to any organization or individual who uses deep synthesis services to
produce, reproduce, release or distribute information.
Training data refers to annotated or baseline data sets that are used to train machine learning models.
Immersive simulated scene refers to a virtual scene generated or edited using deep synthesis technology for
participants to experience or interact with which conveys a strong sense of reality.

Article 24 Provider of deep synthesis services and providers of technical support for deep synthesis services
who are engaged in online publishing services, online cultural activities or online audio-visual program
services shall also comply with the regulations of the corresponding press and publication, culture, tourism,
or radio and television authorities.

Article 25 The Provisions shall come into force on January 10, 2023.
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